INOJIUTHKA

B 00J1acTH 06paboTKH U oGecneyenus be30macHOCTH MepCOHATBLHBIX TaHHBIX

1 Obmue mosoxenus

I.1. C nensto momnepsxanus nenosoit penyTaluu obecrieYyeHus! BBIMTOTHEHHS
HOPM  (efepanbHOr0  3aKOHOIATEIHCTBA 3aKpeITOe  aKIMOHEpHOE  OBIIECTBO
«Openbyprckuit HI1D Hosepue» (manee — ®omn) cuurtaer BakHeiimIeii 3anavyei
obecniedeHne JIETHTUMHOCTH 00paboTku u 6e3onacHocTy [IEPCOHAJIBHBIX TaHHBIX
cyObeKTOB B Gu3Hec-nponeccax Moua.

Hnst peiennst nannoi 3amaun B Momme BBEJIeHA, (DYHKLUHOHUPYET M MPOXOIUT
TIEPHOAMIECKUH ITepecMOTp (KOHTPOJIB) CHCTEMA 3aIIHThI NIePCOHAJIBHBIX JAHHBIX.

1.2 ObpaboTka mnepcoHaNBbHBIX NAHHBIX B PoHzie ocHOBaHa Ha CllemyROIIMX
[IPUHLUTIAX

- 3AKOHHOCTH weled u cnocoGoB  06paboTKu [IEPCOHAJIBHBIX JAHHBIX U
JN0OPOCOBECTHOCTH;

- COOTBETCTBHA HeJel 00pabOTKH MepCcoOHANbHBIX NAHHBIX LessaM, 3apaHee
ONPEACCHHBIM M 3asBIICHHBIM TIPH  CcOOpe MepCOHATbHBIX JaHHBIX, a TaKxe
noiHoMouyusaM Ponna;

- COOTBETCTBHA 0ObeMa M XapakTepa oOpabaThiBaeMbIx [ICPCOHAJIbHBIX JTAHHBIX,
CIoco00B  06paGOTKH MepCOHANBHBIX JAHHBIX Le/siM  00paboTKU  I1epCOHANBHBIX
JIaHHBIX;

- /IOCTOBEPHOCTH MEPCOHANBHBIX NaHHBIX, MX aKTYalbHOCTH H JOCTATOYHOCTH
s nene 00paboTKH, HeI0NyCTHMOCTH 00paboTKM M30BITOYHEIX 10 OTHOIICHHIO K
LeJsAM cOopa NepCOHANBHBIX JJAHHBIX;

- JICTHTUMHOCTH OPraHM3alMOHHBIX W TEeXHUYECKHX Mep 1o olecreyeHuro
0€30MacHOCTH NepCOHATBHBIX JaHHBIX;

- HCINPCPLIBHOCTH IMOBBILICHHS YPOBHS 3HAHUH COTPYIHHKOB @onna B chepe
obecniedeHust 6e30MacHOCTH [IEPCOHANBHBIX NAHHBIX IIPH UX 00paboTKe;

- CTPEMIICHHS K  IOCTOSIHHOMY COBEPILEHCTBOBAHUIO CHCTEMEI 3alLUTHI
NIEPCOHATBHBIX JAHHBIX.

2 Llenn 06paGoTKH NepCOHANBHBIX TAHHBIX

- HCHOJIHEHHe Tonoxkennit Tpynosoro/I paxknanckoro/Hamorosoro KOJIEKCOB M
APYTHX HOPMATHBHBIX akTOB P®;

- IPUHATHE PEIIEHUS O TPYIOYCTPONHCTBE KaHIMIATA B HId;

- 3aKIIIOYEHHE U BBINIOJIHEHHE 00S3aTeNbCTE 10 TPYAOBBIM JOrOBOpamM H
AreHTCKHM COTJIaIlEeHUSIM;

- SAaKIIOYCHHE W BBINOJIHEHHE 0053aTelNbCTE [0 JI0rOBOpaM  00s3aTelIbHOTO
ICHCHOHHOTO CTPaXOBAHHs M HErOCYAapCTBEHHOIO [eHCHOHHOTO obecrieueHus;

- OCYILUECTBICHHME BBIMIAT MPABONPEEMHUKAM YYacTHHKOB W 3aCTpaxOBaHHBIX
JIULL.

3 IlpaBmia 06paboTku IIEPCOHANIbHbIX TaHHBIX

3.1. B ®onze ocymecTsasgercs obpadorka I1/]u:




- COIIaCHO YTBEPXK/IEHHOMY IE€PEUHIO MEePCOHAIBHBIX JAHHBIX 00pabaThIBaEMBIX
B QDoHse.

3.2. B ®ownje He nomyckaercst 00paboTka cieyroumx kareropuit [1]1x:

- pacoBasi IIPUHA/IC)KHOCTD;,

- IOJTUTUYECKHE B3TJISI/IbBL;

- hunocodekue yoexaeHnus;,

- COCTOSIHUE UHTUMHOM )XH3HH;

- HallMOHAJIbHAS TIPUHAIIIEKHOCTE,

- PEIUTHO3HbIE YOCKICHHUS;

-OMOMeTpHYEeCKHe MepCOHANbHBIC NaHHble (CBEJICHHUS, KOTOpbIE XapaKTepU3ylOT
¢usrosnoruueckue u GUONTOrHYECcKHe 0COGEHHOCTH YeOBeKa, Ha OCHOBAHHU KOTOPBIX
MOJKHO YCTAHOBHTB €I0 JINYHOCTD ).

3.3. @®oHja B Xo4e CBOEH NeSITeNbHOCTH MOJKET NIPeJIOCTABIIATE [I€PCOHANIbHBIE
JAHHbIE CYyOBEKTOB CIIEAYIOIIMM JIMLIAM

- @enepanbHO HaNOroBoi ciayxbe Poceuu;

- [lencuonnomy douay Poccuu;

- HEroCy/1apCTBEHHBIM IIEHCHOHHBIM (hoHIaM;

- TOCY1apCTBEHHbIE (IIPABOOXPAHUTEIIbHBIE OPraHbl H JIP.) OPraHbl;

- CTPaxOBbIM KOMITAHHSIM;

- MEITULIMHCKUM YUPEKICHUSIM;

- KPEIUTHBIM OpraHu3alHsIM;

- WHBIM OpraHM3alUsIM B NOPSAKE, YCTAaHOBJIEHHOM 3aKOHOJATeIbLCTBOM WU
coriacueM CcyObeKTa MepcoHalbHbIX JaHHbIX.

3.4. B ®onpme He ocyuiecTBuseTcs TpaHCpaHUYHAs repenava IepCcOHaIbHBIX
JAaHHBIX (mepefaya [MEPCOHANBHBIX JAaHHBIX Ha TEPPUTOPUIO  UHOCTPAHHOTO
FOCYapCTBa OpraHy BIACTH HHOCTPAHHOIO rOCY1apCTBa, HHOCTPAHHOMY (U3HYECKOMY
Ty WX UHOCTPAHHOMY IOPUAMYECKOMY JIMLLY ).

3.5. B ®omnze 3ampelieHO MpUHATHE pELICHHH OTHOCHTEIBHO cyOBEKTOB
[ICPCOHATIEHBIX  I@HHBIX Ha OCHOBAaHHHM HCKIIOYHUTENBHO aBTOMAaTH3HUPOBAHHOM
00paboTKM UX MEePCOHANBHBIX TaHHbIX.

3.6. ®ouj He pa3MellaeT NepcoHaIbHbIE JAHHBIE cyObekTa B OOIIEHOCTYIHbIX
HCTOYHHKAX 0e3 ero rnpeaBapuTe/IbHOr0 COrJIacus.

3.7. @oHx B X0/1€ CBOEIT AESTENLHOCTH MOKET [PeJOCTABIATh U (Mnu) mopy4ars
00pabOTKy [epCOHANBHBIX JaHHBIX JPYTOMY JIHIY C COACHs CyOBeKTa nepcoHaNbHbIX
AQHHBIX, €CIM  HHOC HE MpelyCMOTpeHO (eaepanbHBIM 3aKOHOM. Ilpu 3ToM
00s3aTe/bHBIM ~ YCIIOBHEM — NPEIOCTABICHHS U (M)  mopydeHuss 0OpaboTKH
HEPCOHATBLHBIX AHHBIX IPYTOMY JIULY SIBJSETCS 00S3aHHOCTH CTOPOH 110 COBJIIOIEHUIO
KOHQUIEHIMATBHOCTH U 00ecnedeHHI0 0e30MacHOCTH NIepPCOHAIBHBIX NaHHBIX TPH UX
obOpaboTke.

4 PeamusoBanHble TpeGOBAHMS 1O OGECTIEYEHMIO GE30MACHOCTH IIEPCOHAJIbHBIX
JIaHHBIX

4.1. PykoBomctBo MoHmga oco3Haer HEOOXOAMMOCTh U 3aHHTEPECOBAHO B
00€CNeYeHHH OJIKHOIO KaK ¢ TOYKH 3PEHHUA TpeOOBAHHI HOPMATHBHBIX TOKYMEHTOB




P®, Tax U 00OOCHOBAaHHOTO ¢ TOYKM 3peHMsI OLIEHKHM PUCKOB [Uisi OuW3Heca YpOBHS
©€30MaCHOCTH I1ePCOHAIbHBIX JlaHHbIX, 00padaTbiBaeMbIX B paMKax BBITOJHEHMHS
OCHOBHOH J1€SITENIbHOCTH.

4.2. Kaxnapli BHOBb NpHUHHUMaeMblil cotpyaHuk DoHIa, HEmocpeacTBEHHO
OCYLIECTBISIFOLIMI ~ 00pabOTKY  MepcoHalbHBIX  JIaHHBIX, O3HAKAMIIMBAeTCS C
TpeOOBaHMAMHU 3aKOHOJaTenbcTBa Poccuiickoit  Memepanuun  no obpabotke
obecrieueHHIo ©e30MIaCHOCTH MEPCOHANBHBIX JAHHBIX, ¢ HacToguled IlonuTHKOH H
JpYrHMH JIOKallbHbIMM akTamu PoHzma 1o Bompocam 00paboTKH M obecredeHHs
0€301aCHOCTH NEPCOHAIBLHBIX JAHHBIX U 00s13yeTcst UX cOOJII0NATS.

4.3. C uensto obecrieyeHusi 6e30MaCHOCTH IIEPCOHANBHBIX daHHBIX Ipu  HUX
obpabotke B Ponje peannsyroTces TpeOOBaHHs Clie/yIOUIMX HOPMATHBHBIX JOKYMEHTOB
P® B obacTu 00padoTku U obecrievyeHust 0e30MacHOCTH MEPCOHANBHBIX AAHHBIX:

- ®enepanbublii 3ak0H 0T 27.07.2006 1. Ne 152-D3 «O nepcoHanbHBIX JaHHBIXY,

- Ilocranosnenue IlpaBurensctBa Pd or 01.11.2012 r. Ne 1119 «O6
YTBEP)KAECHUH TpeOOBaHMH K 3alllMTe I1ePCOHANBHBIX JAHHBIX IPU MX 00paboTKe B
HHPOPMALMOHHBIX CHCTEMaX MePCOHANBHBIX JJAHHBIX;

- nocranoBieHue Ilpasurenscrsa Poccuitckoit Menepanun ot 15.09.2008 r. Ne
687 «O6 yrBepxnenun Ilonoxenns o6 0cOOEHHOCTAX OOPaOOTKU IEPCOHATBHBIX
JAHHBIX, OCYIIECTBIAEMOMN O3 HCIOIB30BaAHMS CPEJICTB ABTOMATH3ALIMI,

- 0OaszoBas Mozenb yrpo3 0e30MacHOCTH IEPCOHATBHBIX JAHHBIX MPH HX
00paboTke B HH(OPMALMOHHBIX CHCTEMaX [EpPCOHANLHBIX JAHHBIX (yTBEp)KIEHA
3aMectutesieM aupektopa @CTOK Poccun 15.02.2008 r.);

- METOAMKA OIpeJIe/ICHHs aKTyalbHbIX Yrpo3 Oe30MacHOCTH MepPCOHAIBHBIX
AQHHBIX NpH HX 00paboTke B MH(BOPMALMOHHBIX CHCTEMAX MEPCOHANBHBIX JAHHBIX
(yrBepkzeHa 3amectuteneM aupekropa ®CTOK Poccun 14.02.2008 r.);

- TUIIOBBIC TPeOOBAaHUs 110 OpraHM3aLUM U O0ecrneYeHHI0 ()YHKLHOHHPOBAHMUS
WHPPOBANBHBIX (KPUITOrPAGHIECKUX) CPEACTB, MpeJHA3HAYCHHBIX JUIS  3aIUTHI
MH(OpMALIUU, He COjepKalleld CBeAeHUH, COCTaBIISIFOIINX rocy1apCTBEHHYIO TalHY B
Cllyyae MX HCIIOJIb30BaHUs JUIA obecredeHHss OE30MacHOCTH NMEPCOHAIBHBIX JIaHHBIX
npu  UX 00paboTke B HMH(OOPMALMOHHBIX CHCTEMAX MEPCOHANBHBIX IaHHBIX
(yrBepxeHsl pykoBojcTsom 8 nentpa MCH Pocenn 21.02.2008 . No 149/6/6-622);

- METOAMYECKHE PEKOMEHJALMHU 110 00ECIeYeHHIO ¢ MOMOIBIO KPUIITO CPECTB
0e30MacHOCTH TIePCOHANBHBIX [JaHHBIX IPH WX 06paboTKe B MH(}OPMaIIHOHHBIX
CHCTEMax MEPCOHANBHBIX JIaHHBIX C MCIIOJB30BAHHEM CPEJCTB aBTOMATH3ALIUN
(yrBepx/ensl pykosoacTsom 8 Llentpa ®CBH Pocenn 21.02.2008 r. Ne149/5-144);

- npukaz @CTOK Poccun ot 18.02.2013 No21 «O6 yTBepxkIeHHH cocTaBa H
COJEpKaHMUsl OPraHM3aLHOHHBIX W TEXHHUYECKHX Mep 10 obecrnedeHHro 6e30MacHOCTH
NIEPCOHANBHBIX JI@HHBIX MNpU HX 00padoTke B HH(POPMALMOHHBIX CHCTEMax
MEPCOHATIBHBIX JJAHHBIX?;

- OTpacjeBOH cTaHAapT obecrieyeHusl Ge30MacCHOCTH IEPCOHANBHBIX JAHHBIX
CTO HAII® 4.1-2010.

4.4. B ®oHze nelcTBYIOT CllelyIolHe OpraHU3aHOHHbIE MepBbl:
- Ha3sHA4YCHBI JIMLA, OTBETCTBCHHBIE 3a OPraHU3alMI0 0OpabOTKH M 0GecledyeHus

Oe3ormacHoCTH IICPCOHAJIBHBIX HAHHLIX OTBETCTBEHHLIM 34 3alIUTY HH(I)OpMaHHH,
co;[epmamefi NNEepCoOHalIbHbIC JaHHEBIE,




- pa3paboTaHbl JIOKAIBHBIE aKThI [10 BOIIPOCaM 00pabOTKH MePCOHANBHBIX NaHHbIX,

- OCYWIECTBISETCS  BHYTPCHHMH  KOHTPOJIb  COOTBETCTBHA  00paboTKH
MIePCOHANBHBIX JAHHBIX TPEOOBAHMAM K 3alMTE NEPCOHAIBHBIX JIaHHBIX;

- IPOBOJUTCH OLEHKA Bpejd, KOTOPbIH MOKeT ObITh NPUYMHEH CyObeKTaM
MEPCOHANBHBIX JAHHBIX, M OINpPEJCNSIIOTCA aKTyallbHble YIpo3bl 0€30MacHOCTH
MepCOHANBHBIX JaHHBIX. B COOTBETCTBHM C BBISBICHHBIMU aKTyaJbHBIMU YIPO3aMH
@oHJl IpUMEHsIeT HeoOXOJAMMBbIE W J0CTATOYHBbIE OPraHHU3alMOHHBIE U TEXHHYECKHE
Mepbl, BKIIOYalOlHe B cebs HCIob30BaHME CPEJICTB  3allUThl  MHGpOpMAaLUH,
oOHapyeHHe  (AKTOB  HECAHKIIMOHMPOBAHHOIO  JOCTYId,  BOCCTAHOBJIEHHE
NIEPCOHAIBHBIX JaHHBIX, YCTAHOBJCHHUE MPABMUII JIOCTYNA K MEpPCOHAIbHBIM JaHHBIM, a
TaK)Ke KOHTPOJIb U OLEHKY (P (PEeKTUBHOCTU IPUMEHSIEMBIX Mep;

- YTBEpP)KIEH J[IOKYMEHT, OIpeJesstollui IepeyeHb JIdll, JOCTYH KOTOPBIX K
MepCOHANBHBIM JJaHHBIM HEOOXOUM ISl BBIITOJIHEHUSI UMU CITyKeOHBIX 003aHHOCTEIH;

- Bce Jula, ynoiaHomoueHHble Mongom Ha 00paboTKy NEpPCOHAIBHBIX NAHHBIX,
03HAKOMJIEHBI C MOJOKEHHAMH 3aKoHoAaTelbcTBa PD 0 mepcoHaNBHBIX JaHHBIX, B TOM
yuciie ¢ TpeOOBaHWSMU K  3allUTe [EPCOHAIBHBIX JIAHHBIX, JOKYMEHTaMH,
OIpeAeAIUMI NOJUTHKY POoHIa B OTHOLICHUH 00padOTKH MepCcOHANBHBIX JaHHBIX,
JIOKaJbHBIMU aKTaMH 110 BOIpPocaM 00paboTKU NMepcoHaIbHBIX JaHHBIX.

4.5. B ®oHae AeHCTBYIOT CIIEAYIOLIHE TEXHUUECKUE MEPBHL:

- B 3JJaHUH YCTAHOBJIEHbI OXPAHHAs M [OYXKApHAs CUTHAIU3AIMH, & TAK)Ke CHCTEMBI
BUJICOHAOIIIOICHUS;

- CBeJleHUs Ha OyMajKHBIX HOCHMTEIISIX XpaHsTCs B ceidax MM 3aludparolIuxcs
mKagax, J1OCTYIl K KOTOPbIM OIPaHHYEH;

- obecneunBaercs (puzHyecKkas oxpaHa, [pealycMaTpUBaroIias KOHTPOJIb JOCTYIIa B
MOMEIIEHHs]  MOCTOPOHHUX  JIML,  HaJW4YHe  HAJEKHbIX  MPEnsTCTBHH A
HECAaHKLIMOHUPOBAHHOI'O IPOHUKHOBEHMUSI B TIOMEIIIEHHUS,

- 00MeH NepCOHAJBHBIMU JAHHBIMU TpH HUX 00paboTke B HMHGOPMAIHOHHBIX
CHCTEMAaX OCYLIECTBISAETCS IO KaHajlaM CBS3M, 3allMTa KOTOPBIX obecrednBaercs
MyTEM peaM3alid COOTBETCTBYIOUIMX OPraHM3alUOHHBIX Mep U IyTeM NpPUMEHEHHUs
TEXHHYECKUX CPEJCTB (MCIOJB3YIOTC aHTUBUPYCHBIE CPEJICTBA 3alllUThl HH(MOPMAIUH,
MEKCETEBOE SKPAHUPOBAHHUS U MHbIE TEXHUYECKHUE CPEeJICTBA);

- OCYILIECTBJIAETCA MACHTHU(DHUKALUA W [IPOBEPKA MO/IMHHOCTH MOJIb30BaTENS MMPH
BXOZle B HHQOPMALIMOHHYIO CUCTEMY 10 MapoJIio;

- obecreyeHO HaJM4YHE CPEJICTB Pe3epBHOrO KONHPOBAHWS M BOCCTAHOBJIECHUS
MepCOHAIbHBIX JaHHBIX;

- pa3pa0oTaHbl IpaBUIa JOCTYINA K ePCOHAIBHBIM JIaHHBIM, 00pabaThIBaéMbIM B
MH(QOPMALMOHHBIX CHCTEMaxX [EepCOHANBHBIX JAHHBIX, a TakkKe O00ecleuyuBaeTCs
perucTpauuss M Yy4eT JE€HCTBHH, COBEpLIaeMbIX C II€PCOHAJbHBIMH JIaHHBIMU B
MH(QOPMALIMOHHBIX CUCTeMaX [ePCOHATBHBIX JaHHBIX.



