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Pexomenpanuu kanentam AQ «HII® «BOD.Pycckne @oHabl» Mo 3a1iaTe
nHGOpMaUMH B Le/AX NPOTHBOAEHCTBHSA HE3AKOHHBIM (DHHAHCOBBIM OIle pALHsIM

HesTenbHOCTE, CBsI3aHHAs C HCHONB30BAHMEM HA PBIHKE HETOCYJIApCTBEHHOIO
IIEHCHOHHOTr0 00eciieuetus 3CKTPOUHO-BLIYMCIUTEIbHON TEXHHUKH, KOMMY HUKAIHOHHbIX
yCTpoHcTB, HeceT B cefe pHCK IONYYSHUs TPEeTHHMH JIHLAMK HECAHKIHOHHPOBAHHOTO
JOCTyIa K 3allMilaeMol HHGOPMAIINH ¢ LENBI0 OCYUIECTBICHUS OT MMeHH karenTa AO
«HID «BO®.Pycckue QoHab» UM ero YIOJIHOMOYEHHOT'O JIMHa (PMHAHCOBBIX ONEpaItyi,
KOTOpBIE MOT'YT HaHecTH yiepd unrepecam ximenra AQO «HIT® «BO®.Pyccxue Qonnbm.

K zanmuaemoit nadopManii OTHOCHTCS CASAYIOmas HHhOopMaHs:

— HHGpOpMaINA, COAepXKAIasics B JOKYMEHTAX, COCTABISIEMBIX IIPY OCYIICCTRICHHM
(uHAHCOBBIX Oonepanuid B aneKkTpouHoM Buae paboraukamMu AQ «HII® «B3®.Pycckue
®ougp» H (unu) wmwmeHtamMu — AO «HII® «B3®.Pycckne @onpp» mmbdo ux
VIIONHOMOYEHHBIMH JTHIIAMH;

— uHpoOpMan¥sg, HeobxomuMas AO «HII® «B23®.Pycckne Qouns» nad
ABTOPU3ALIMM KIMEHTOB M HX yIOJTHOMOYEHHBIX JIMI[ HpPU OCYIIECTBICHHH (DMHAHCOBBIX
onepaudil ¥ YJOCTOBEPCHHH IpaB PaclopsKaThCH JSHEKHBIMH CPEICTBAMH, LEHHBIMH
OyMaramy WM UHBIM UMYIIECTBOM;

— uHpopmanuu 00 ocymectBieHHEIX AQ «HII® «BO®.Pycckne MOH/B» U ero
KIHEeHTaMH (GUHAHCOBBIX OIIePAIlHsLX;

— KIo4YeBas HHQOpMAIMsA CpeACTB KpHUNTOrpadHIecKoH 3aluThl MHGOPMAIIHH,
ucronbiyeMas AQ «HIID «BO®.Pyccxkue Qouni» M ero KIMCHTaMU HPH OCYIISCTBIASHIH
(pUHAHCOBBIX Orepanuii.

Puck momyueHHst HECAaHKIIMOHMPOBAHHOTO JIOCTYIA K 3aIMILAeMOi HH(OPMALUH
TPETBHMH JTHLAM¥H C LENBH OCYIIECTRIEHUS (PUHAHCOBBIX OflepallMii MOXKET [IPOH30UTH B
pe3yapTare [OOCTyHa TPEeTbHX JIMII K KOHTPONIO KOH(UTYpPAIlHH YCTPOHCTB, C
HCIIONb30BaHuEM KOTOpbIX KaneHTaMA AQ «HIIP® «BO®.Pycckue QORI COBEPIIAIOTCH
JeACTBUS B LEJSIX OCYIIECTRICHUS (PMHAHCOBBIX ONEPALMid, MOJTYYeHHe HOCTYIIA TPETHUX
Il K uueHTrguKanModHeIM AanHbM KiueHToB AQ «HII® «B3®.Pycckue PoHABD, C
UCITONIB30BAHHMEM KOTOPBIX OCYILUECTBISETCS 4BTOPM3alMs COBEPHICHHS KJIHEHTaMHU
(PMHAHCOBBIX ONEparyii.

JocTyn TperbHx Il K KOHTPONIO KOHMWUTYpAIHH YCTPOHCTB, ¢ MCHONB30OBAHUEM
xoTopsiX KaueHTaMu AQ «HIT® «BO®.Pycckue ®oBabD COBSPIIAIOTCA ASHCTBHS B IIeNIIX
OCYIIECTBIEHUS (PMHAHCOBBIX ONEPaIyii, MOXET OBITH OCYIECTBIIEH B PE3YNETATE YTPATH
(nmotepH, XHILEHHUS) TAKOTO YCTPOHCTBA, YTpaThl KIMEHTOM KOHTPOJIS 33 HUM, a Takke B
pe3ynbTaTe BO3AEHCTBHS Ha HEr0 BPeJOHOCHOTO IIPOrPaMMHOTO KOJIA.

B HensX.  MHUHUMM3AUMKW — pUCKA  FIONYYEHHS  TPEeTbUMHM  JIMLAMH
HECaHKIHOHUPOBAHHOIO JIOCTYIIa K 3allMIIaeMoN HHPOPMALUK C LIEIBK OCYHIECTRIICHUMS
¢unancosrix onepaunit AQO «HIID «B2®D.Pycckue Domjib»  peKoMeHIYET CBOHM



| KJIMEHTAM ¥ UX YTIOTHOMOYEHHEBIM JIHIAM IPUMEHSTE, B TOM YHCHE, HO HE OrpaHHYMBasiCh,
CIenyIollye MEpBhL.

1. O6ecneyenre 6e30NACHOCTH KOMIIBIOTEPA, CPEACTE JIEKTPOHHO-BBIYHCIHTEILHOH
TeXHHKH, KOMMYHHKARUHOHHBIX YCTPOHCTB, ¢ HCNOJIL30BAHHEM KOTOPbIX
OCYIIIeCTB/IAI0TCA (PHHAHCOBBLIE OlepPALHN:

— HCIIONB30BaHME  TONLKO  JIHUGH3MOHHOTO  TpOIpaMMHOrO  obecnedeHmus,
TIOJIYYEHHOTO U3 JIETalbHOTO HCTOYHHKA,

— perynspHoe OOHOBJEHHE  OINEPAIMOHHBIX CHUCTEM M YCTAHOBNEHHOTO
NPOrpaMMHOTO oGeciedeHis ycTpoicTBa, MOIyHueHHe OOHOBICHHH ONEPAIIHOHHBIX CHCTEM
U YCTAHOBJIEHHOI'0 TIPOTPaMMHOI'0 00eCIIeYeHUs TOIBKO U3 JIETANBHOIO0 HCTOYHUKA,

~ WCIIONB30BAHKME AHTHBUPYCHOIO HPOrpaMMHOTO o0ecredeH s B €ro peryisapHoe
OOHOBIICHME, TTONyYeHHe AHTHBUPYCHOTO MPOrPaMMHOI0 o0ecTieveH s H ero OOHOBIIEHUH
TONBKO U3 JIETabHOTO HCTOYHHKA,

— OrpaHdYCHME JIOCTYIIA K YCTPOMCTBAM IIOCTOPOHHHX JIUIL;

— MCIIONB30BaHKe GYHKUUI aBTOMaTHYecKod ONOKHPOBKU YCTPOHCTB B Cllydae
HEUCTIONB30BAHUS B yTEPH (B TOM YHCIe — KpaTKOBPEMEHHO}) KOHTPOIIS YCTPOHCTE;

— obecneyenre KOHTPOJIS AEHCTBHH TPETHUX JIUH TPH OOCIYXKUBAaHUM H PEMOHTE
YCTPOHCTB.

2. Cobmogenve upasmi  (e30NacHOTO  HCHOJABL30BaHus  HHPOPMANHOHHO-
TeJIeKOMMYHUKANHOHHOM ceTH UnTepuer:

~ OTPaHHUYEHHE HMCHOIB30BAHAS COMHUTENBHBIX MHTEPHET - PecypcoB, CaiToB
COIMANILHBIX CETEMH, IPOrpaMM K CEpBUCOB OOMEHA MI'HOBEHHBIMU COOOLICHUAMHU,

— HEe YCTaHaBNMBAThL W HE COXPAaHATH IIOJIO3pUTENbHBIE (Galfbl, IIPOrpaMMBb,
HOJYYCHHBIE U3 HEHAZEKHBIX HCTOYHHKOB, CKAYaHHBIE C HEU3BECTHBIX HHTEPHET - CATOB,
IPUCIIaHuBIe TI0 3MEKTPOHHOM IOYTe ¢ HEU3BECTHBIX aIpecOoB OT HCM3BECTHBIX
OTIIpaBUTENECH;

— HE OTBEYATh HA TOHO3PHTEILHBIC COOOIIEHHS, TMONYMEHHBIE C HEHU3BECTHBIX
aJPECcoB.

3. ObGecnieyenne 0Ge30MaCHOCTH  ABTOPH3AIMMHOHHBIX M MACHTH(PHKAHOHHBIX
JAHHBIX, YYeTHBIX 3anuceil, HapoJel 10cTyna:

— HCHOAR30OBAHME HAJIEXKHBIX [ApoJiel, coAepalux He MeHee 8 pasjid4HbIX
cuMBOJIOB (coueTanme OYKB/ (P, O0NBIIOT0/MaIOTO PETUCTPa);

— He JIOIyCKAaeTca MCIONb30BaHME B MAPOJLIX U YCIOBHBIX ()pa3ax oOIIeH3BECTHBIX
WY [IMPOKO H3BECTHBIX CBEICHUH O KiMeHTax (MMeHa, GaMUIuM, JaThl POXKICHMUs, ajjpeca
IPOXKKMBAHUA, MAPKU U HOMEPHBIE 3HAKM aBTOMOOUNIEH KIMEHTOB M MX POJACTBCHHUKOB H
T.IL);

— He JIOTlycKaeTcst OTKpbITas Iepejada  papofed, aBTOPU3ALMOHHBIX M
UJEHTUPUKAITMOHHBIX IAHHBIX KIHEHTOB, UX XpaHeHHe B OTKPLITOM BH/ie, B bpaysepax, Ha
OYMa)KHBIX HOCUTEINAX;

— perynasapHoe oOHOBIEHUE HAPOTIEH;

— He JOMyCKACTCsl UCMONb30BaHie TUIOBBIX Naposied sl JOCTYNa K PasiddyHbIM
cHCTeMaM, HCTIONB3YEMbIM KIMEHTAMH.




4. OGecnieyenne 0e30IACHOCTH KAKO4YeH 3IeKTpoHoil mommucn (kiarouein 1) wu
MCHOJIL30BAHUA cpelcTB KpunTorpaduieckol zamursl nHGOpMAHHY:

— XpaHeHde B TaiiHe kxmroueidl DIl u obecmeuenue coxpanHocT Kimoued Ol u
KJIFOUEBOT0 HOCHTENIS;

- MPUMEHEHHE BCEX BO3IMOMHBIX MEp A NpeoTBpalieHus noTepd kmoued M1,
PaCKpPBITHSI, UCKAXEHUS M HECAHKIMOHUPOBAHHOTO HMCIIONL30BaHmMs Kimrouei I11;

— I[PUMEHEHUE TOIBKO CepTUPUIMPOBAHHOIO IPOrPaMMHOTO obecieeH s CpeICTB
KPHIITOTpapuIeckoH 3a1uThl HHPOPMalKH, MOMYISHHOI'O U3 JIETAIEHOIO HCTOYHMKA,

— HeMejJieHHoe ofpaiieHde B OpraHu3amuio  (YIOCTOBEpSIOMIHM  meHTp),
BRIMYyCTHUBINY O Kmoun DI, ¢ 3asBneHueM Ha mpekpallleHue fAeiicTBHs ceprudukara B
Clly4yae IIOTEpH, pacKpBITHA, UCKakeHus xioya I, B ciydae, ecnu cTano u3BECTHO, UTO
aror ko4 D uenonk3yeTes HITK UCTIONLE30BaANCS paHee OPYTHMHU JIMIAMMY, & TAKXKE B HHBIX
ClIyyasx KomnpoMeTanuu Kmoda D11 uny npy ofo3peHusX Ha ero KOMIPOMETAIHIO.

5. OOecneyenne 0e30IIaCHOCTH TNPH HCHOJB30BAHHH CEPBHCOB  YIAAJEHHOIO
BBITIOJIHEHHS (PMHAHCOBBIX ONepanmii:

— JUIs TIOAKIIOYEHHs: U paboThl C cepBHCAMHM He JOIYCKAETCS HCHONB30BANNE
KOMIIBIOTEPA, CPEACTB 3IIEKTPOHHO-BBIUMCHUTENBLHONR TEXHUKH, KOMMYHHKAIHOHHEIX
YCTPOUCTB TPEeThUX JIKIL;

— HE [JIOIlyCKaeTcsl MONKIIOYEeHUMe M padora ¢ CepPBUCAMH C  YCTPOMUCTS,
UCIIONB3YIOWHX TIOAKII0UCHHE K obnieocTyniHoi Wi-Fi cetw;

- 00fA3aTeNlbHOE WUCHONB30BaHUE IMpH NOAKIIOUEHHH H paboTe ¢ CcepBHCAMHM
0e30MacHOro CETEBOTO COeIMHEHHS ¢ CEPBUCaMH 1o nporokony HTTPS;

~ HEMEMJICHHOEe IIpeKpallleHue paboThl € CepBHCAMHU B Clydae IIOJO3PEHHS Ha
3apakecHMe  YCTPOWCTB  BpPEAOHOCHBIM  IIPOTPAMMHBIM  KOJIOM ¢ YBCHEOMJICHHEM
yronHoMo4deHHbIX coTpyAHUKOB AQ «HITD «BO®.Pycckue Qonpsi».

1lpn HeBLINOIHEHHH MJIH HEMOJHOM BLINOJHEHHH HACTOSIUX PEeKOMEHIAUMI
Bri npunuvaere Ha cefs pHCK ocyllecTBIeHHsS (PHHAHCOBBIX omnepanuii or Bamero
UMeNH JIHIIaMH, He 00/1aal0IHMH IIPaBoOM pacrnopsisxenus Bammmvu puHaAHCOBBIMH
cpedcTBaMH.
Hacmomyue pexomenoayuu o puckax nonyuenuss HECAQHKYUOHUPOBAHHOZ0 OOCMYNA K
3QUUUAEeMOL UHOPMAYyUY, O 3auume UHGopMayul om 6030€UCMBUsL 6DE0OHOCHBIX KOO8
U UX CEOCEPEMEHHOMY 6GbIAGNCHUN U HEUMPAIU3ayul, O Mepax No NpedomepaueHuo
HECAHKYUOHUPOBAHHO20 00Cmyna K 3awjuiyaemoli ungopmayuu, doeooames AQ «HIID
«BID.Pyccrue Dondery do ceedenus kauenmos na ocnoaanuu mpebosanut Honoxcenus 06
YCMAHOBREHUY 0DAZAMENbHBIX 018 HEKPEOUMHBIX (DUHAHCOBLIX OP2AHUIAYUL MPebOanUll K
0becnedeHU0  3auumsl  UHOOPMAyUY npu  OCYWECmeneHuy OesmensHocmu 6 cgepe
(PUHAHCOBLIX — PLIHKO8 8 YelaX HPOMUGOOCUCMEUR  OCYWECHBICHUIO  HE3AKOHHbIX
Qunarncoegweix onepayuti Ne 757-I1, ymeepowdennozo bankom Poccuu om 20 anpens 2021 2.



